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By Susan Nevelow Mart 

nformation on the Internet has an ephemeral character. 
It's easy to put up, and it's easy to take down. The ease 
with which online reality can change has concerned his~ 
torians, librarians, archivists, and Internet visionaries like 

the founder of the Internet Archivel since the early days 
of the worldwide Web. When the source of the information 
is the government, the ephemeral nature of online informa~ 
tion is even less acceptable. Congress has concurred in this 
sentiment. Although Web pages differ from written records 
in the ease with which they can be removed from public 
view, they are still government documents and, as such, are 
records that form a part of the history of the country. The 
Federal Records Act prohibits the destruction of govern~ 
ment records, except in accordance with statutorily man~ 
dated procedures.Z So information that has been removed 
should not have been destroyed, and once published on the 
Internet, information has entered the public domain.3 

Information disappears from government Web sites 
in a number of ways. Sometime it is just changed in the 
normal course of business, and older versions of the Web 
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site, although they should be archived by the govern~ 
ment, generally are not.4 Sometimes the removal has 
security overtones, as has been the case with information 
removed from government agency Web sites after 9/11 in 
the name of national security. Sometimes the reason for 
removal is to prevent political embarrassment or because 
information does not comport with the prevailing gov~ 
emment policy, as has happened with some information 
on civil. rights, .. environmental contamination, women's 
health and employment issues, and. global warming. 

Even when the reason for removing information 
has been national security, too much information may 
be removed. In the case of geospatial data removed 
after 9/11, for example, analysis has shown that a large 
percentage of the information is not of the level of 
detail that would actually aid terrorists in planning a 
successful attack, so removing it has a disproportionately 
high impact on citizens who need information.s Critical 
energy infrastructure information is another example 
where excessive removal of information is impairing 
citizen access to information critical to informed decision 
making on serious environmental issues.6 

There is, of course, no dispute that certain information 
should be protected in the name of national security. But 
too much of what has been classified should not have been. 
The government's own experts estimate that between 50 
percent and 90 percent of information that has been clas~ 
sified is improperly classified.? So if too much information 
has been removed from the Internet, either in the name of 
national security or for some reason of political expediency, 
how can the information be recovered? This article dis~ 
cusses some major examples of information that have been 
removed from federal government Web sites and suggests 
some innovative uses of the Freedom of Information Act 
(FOIA)s for returning the information to the Internet. 

REMOVAL Of INfORMATION fROM 
AGENCY WEB SITES 

After September 11, massive amounts of information 
began to disappear from government agency Web sites. 
In some instances, the terrorist attacks were used as the 
explicit basis for the removal. In others, the information 
just disappeared, and motives must be deduced from the 
context of the removal.9 

THE ENVIRONMENTAL 
PROTECTION AGENCY 

The Environmental Protection Agency's (EPA's) 
removal of information from its Web site is a prime 
example of removal conducted ostensibly in the name of 
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national security. After September 11, the EPA removed 
certain risk management plans (RMPs) from its site,IO 

despite clear statutory directives that only the Offsite 
Consequence Analyses ( OCA) portions of the RMPs 
were exempt from Internet posting.II RMPs contain infor~ 

mation about chemicals being used in plants, including a 
hazard assessment, a prevention program, and an emer~ 

gency response plan. In a recent round of rulemaking, the 
EPA acknowledged that Internet disclosure of RMPs that 
did not include OCA information presented no unique 
increased threats of terrorism.l2 The information was 

approved for release, but still remains offline, and industry 
likes it that way.13 

The EPA has also limited access to information on its 

Envirofacts database, the database that the EPA created in 
part to fulfill its statutory mandate to make Toxic Release 
Information (TRI) available electronically.14 Only govern~ 

ment employees and contractors who register online can 
get access to the full database.IS Also, the EPA has limited 

reporting requirements for TRI information, so less data 
is available for inclusion in the TRI databases.l6 Since 
May 2002, the EPA Administrator has had the right to 

classify any information as secret that the Administrator 
determines might be a security risk.I7 

TRI information is the kind of information needed 
by residents to make sure that the environment that they 

live in is kept as clean as possible. A RAND Report that 
performed a detailed risk assessment for online geospatial 
information found that, for potential attackers, TRI data 

was not of significant use and that limiting access to this 
data had a disproportionately high impact on the health 
and welfare of the American public and a disproportion~ 

ately low impact on terrorism prevention.IS Yet public 

access to the data is still limited. 
National security data restriction is not the only bar 

to public access to information at the EPA. In a recent 
report, the Union of Concerned Scientists reported on 

the political pressure that the Bush administration had 
been putting on EPA scientists.l9 From 2002 to 2006, 

political pressure silenced the EPA climate change Web 
site.zo Although the revamped Web site now includes 

accurate scientific information, a close look reveals con~ 
tinuing political interference.ZI For example, the Web 
site does not reference important government reports 

such as the "National Assessment of Climate Change 
Impacts" and the "U.S. Climate Action Report."22 The 
revised Web site has a "State of Knowledge" page that 

over~emphasizes uncertainty in climate change science.23 
The Union of Concerned Scientists' report also surveyed 

scientists at the EPA regarding the types of interference 

that they had experienced, and 24 percent responded that 
they had personally experienced frequent or occasional 
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"disappearance or unusual delay in the release of websites, 
press releases, reports, or other science~based materials."24 

The effort to suppress global warming science at the 

EPA continues. In Massachusetts v. EPA, the Supreme 
Court required the EPA to promulgate rules regulating 
greenhouse gases, but news reports revealed that the 
White House suppressed the EPA's response because the 

document completely refuted administration claims that 
applying the Clean Air Act to global warming would 
have "crippling effects on our entire economy."zs The sup~ 

pressed report estimates a net benefit to the economy of 
from one half to two trillion dollars.26 

THE FEDERAL ENERGY 
REGULATORY COMMISSION 

Another instance of Web scrubbing in the name 

of national security is the Federal Energy Regulatory 
Commission's (FERC's) reconsideration of its Internet 
access polices in the wake of September 11. The agency 

removed tens of thousands of documents regarding dams, 
pipelines, and other energy facilities.27 All "information 
concerning proposed or existing critical infrastructure 
(physical or virtual)" has been designated "critical energy 
infrastructure information" (CEil).zs The documents have 

not been replaced, and public requests for information 

are now channeled to a special request page that requires 
registration and agreement to limitations on the use and 
disclosure of any information provided.29 A CEil requester 

has to agree, inter alia, to talk about CEil only with 
another recipient of the identical CEil, not to let anyone 
see the documents except other recipients of the identical 

material, and to be bound to secrecy unless the agency or 
a court finds that the information does not qualify as CEil; 
there are criminal and civil sanctions for violation.Jo 

Although the most recent rules now allow landown~ 

ers access to alignment sheets for the routes across or in 
the vicinity of their properties,31 the information can't be 

shared or publicized, blocking use for advocacy, for notifi~ 
cation of impending or future dangers, or for community 

awareness. This has had an impact on communities across 
the United States. Although protecting CEil sounds like 
a good idea, once again too much information is being 
protected, and several recent investigations strongly sug~ 

gest that advancing the economic interests of favored 
industries or keeping executive actions from being scruti~ 
nized are the actual motivations.32 

One such investigation resulted in a long list of exam~ 
ples of information either removed from the Internet or 

prevented from ever getting there, including the removal 
of tire and safety information, missing energy infor~ 

mation, environmental information, and transportation 
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information, as well as the misuse of critical infrastructure 
information laws to shield industry.J3 For example, FERC 
refused to give residents living near a proposed natural gas 
pipeline the list of the landowners potentially affected.34 
The information had previously been public, but FERC 
used terrorism as an excuse to deny a request for the infor, 
mation.JS The landowners, of course, wanted to organize 
against the pipeline, but their failure to get information 
affected their ability to mount an effective opposition, and 
the pipeline was approved.J6 

In 2004, the Center for Public Integrity filed a FOIA 
suit against FERC, alleging that FERC had improperly 
withheld documents relating to proposed liquefied natural 
gas (LNG) plants all over the country.37 One particular 
instance involved a Fall River, MA, plant, where local 
residents were concerned about their community's safety 
and security, but correspondence between the builder and 
FERC were labeled CEil, effectively barring the pubic 
from finding out what was being planned.JS The Center 
for Public Integrity believes that FERC "is aggressively 
undermining the authority of state and local governments 
to reject dozens of proposed liquefied natural gas facilities 
all across the country."39 These residents certainly feel 
that politically motivated policy decisions may be hiding 
behind the veil of national security. 

The FERC CEil non,disclosure agreement that 
requesters must sign appears on its face to be a gag order 
that acts as a prior restraint on speech and may violate 
First Amendment rights in much the same way that 
the broad reach of national security letter gag orders 
were found to violate the First Amendment.40 A chal, 
lenge to the current FERC regime by a CEil requestor on 
First Amendment grounds might be one way to improve 
access to any improperly classified materials in the FERC 
database. 

THE DEPARTMENT OF TRANSPORTATION 

Before September 11, the Department of Trans, 
portation (DOT) maintained a detailed Web site for the 
National Pipeline Mapping System (NPMS). This Web 
site offered pipeline information to the general public, 
including detailed maps and structural and safety infor, 
mation. Since 9/11, however, the DOT has removed 
this information.41 Now, the public can get access only 
to regional level maps, whose level of detail is not useful 
if one wants information about a home, community, or 
neighborhood.42 The Web page lists who may still access 
pipeline data: "At this time, OPS is providing pipeline 
data (not access to the Internet mapping application) to 
pipeline operators and local, state, and Federal govern, 
ment officials only."43 A post,September 11 bill would 
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have given the Secretary of Transportation the authority 
to exempt from FOIA any of this information that the 
Secretary determined might reveal a vulnerability, but 
that portion of the bill didn't pass.44 So there is no categor, 
ical exemption that the DOT could use in responding to a 
FOIA request for the information in an online format. 

THE ARMY'S REIMER DIGITAL LIBRARY AND 
THE MARINE CORPS' DOCTRINAL LIBRARY 

In February 2008, blogs and listservs lit up with the 
information that the Army was taking down its Reimer 
Digital Library, which is the largest online collection of 
US Army doctrinal publications. The Army had moved 
the collection behind a password,protected firewall, stat, 
ing that: "It was a policy decision to put it behind a 
firewall and to restrict public access."4S The move came 
as a surprise since only unclassified and non,sensitive 
records had ever been made available at the library site, 
a fact that the Army acknowledged.46 Putting the docu, 
ments behind a firewall not only restricted public access 
but also prevented other military branches from accessing 
the information. The Federation of American Scientists 
(FAS) made a FOIA request for the entire online library, 
and in response, the Army appears to have put the doctri, 
nallibrary back online.47 

The Marine Corps removed its online collection of 
unclassified doctrinal publications in March 2008.48 FAS 
filed another FOIA request, asking for copies of all the 
documents so that they could be hosted on the FAS Web 
site. Again, the response was generally positive; although 
the official Marine Corps doctrine site is password, 
protected, the unclassified documents that were removed 
have been reposted at the main Marine Corps Web site.49 

SMALL BUSINESS ADMINISTRATION 

Another example where political expediency may be 
the rationale for removing information is the case of the 
Small Business A,ssociation's (SBA's) Central Contract 
Registry (CCR) Web site. In 2006, the SBA began remov, 
ing data on the revenue of small companies from this 
Web site in the midst of an investigation that revealed 
that many of the businesses given government contracts 
under the program were not eligible.so The Miami Herald 
had published a report in 2005 documenting impropriety 
in SBA awards, and a television news team was compiling 
data from the CCR Web site when information on the 
size of businesses disappeared and was replaced with the 
following notice: "A firm's actual revenues and number 
of employees are not releasable under the Freedom of 
Information Act."Sl So only the SBA is in a position 
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to monitor compliance. But in 2006, the House Small 

Business Committee released Scorecard VII, 52 document~ 

ing billions of dollars in small business set~aside contracts 

that had been awarded to big businesses. Facilitating 

continuing public oversight of SBA contract awards seems 

like a necessary policy. 

To try and get the information, the American Small 

Business League filed a FOIA request for the names of all 

the recipients of federal small business contracts and the 

contract amounts for 2005 and 2006. In the lawsuit that 

followed the SB~s refusal to provide the information, the 

SBA asserted that it had no list of the recipients or the 

contract amounts, since it gave raw data to the General 

Services Administration (GSA), providing GSA with 

parameters that GSA then uses to extract information 

from the database.s3 The district court found that argu~ 

ment implausible and said that "application of codes or 

some form of programming to retrieve" information found 

in computer records "constitutes a 'search' for existing 

records" and that "requesting the SBA to direct GSA 

to generate computer code to extract and compile the 

list of small businesses and contract amounts requested 

by the League is encompassed in the SB~s obligation to 

'search' for electronic records."S4 The SBA has appealed 

the court's ruling.ss 

JOHNS HOPKINS POPLINE DATABASE 

In April 2008, a medical librarian doing a search 

for abortion research on POPLINE, self~described as the 

world's largest database on reproductive health and run 

by Johns Hopkins' Bloomberg School, did not get same 

the results as in previous searches.s6 When she called, 

the librarian discovered the word "abortion" had been 

designated a "stop" word, or an unsearchable term, since 

late February.s7 This was confirmed by Johns Hopkins, 

which had completely deleted the word's searchability 

as a result of a complaint by USAID about the inclusion 
of one magazine's articles in the database.ss The outcry 

was immediate and spread to the national newspapers; 

Johns Hopkins had to publicly explain and change its 

policy. 

SIBEL EDMONDS 

In 2004, the FBI asked the Senate Judiciary 

Committee to remove letters from its Web site that 

discussed allegations made by Sibel Edmonds, previ~ 

ously a contract linguist for the FBI, that the FBI had 

"mishandled information that might have tipped the 

government to the September 11 terrorist attacks before 

they occurred."S9 The Justice Department asserted that 

March 2009 

the information in the briefings and information resulting 

from the briefings was classified, despite the fact that the 

information had been given to Congress in 2002 and the 

letters had been posted on the Internet.60 The Committee 

removed the letters. A lawsuit was filed regarding the 

attempted reclassification, and as part of a stipulated dis~ 

missal, the FBI agreed in principle that the letters could 

not be retroactively classified.61 

THE BALANC N 
NATIONAL SE UR 
THE SOCIETAL 
ONLI E PUBLI 

If information is removed in the name of security, 

one question is: Has the removal been effective? In the 

case of the EPA and FERC, advocates who need access to 

information about dangerous plants have been frustrated 

that removal of such information by the EPA and FERC 

has not improved security at affected plants.62 According 

to the Congressional Research Service reports, 2002 and 

2004 investigations of security at potentially dangerous 

plants that were required to file RMPs concluded that 

security was so bad that a reporter with a camera could 

walk or drive right up to tanks, pipes, and control rooms 
considered key targets for terrorists.63 

Another question that information removal raises is: 

Does the information need to be kept secret because it 

is especially helpful to terrorists? In the RAND Report, 

the analysts balanced the public good that comes from 

making information available with the risk of terrorists 

actually using the information and concluded that the 

removed information had the benefits of assisting law 

enforcement, advancing knowledge, informing people 

about environmental risks, and helping communities 

prepare and respond to disaster.64 Since most information 

identified in the report was simply not specific enough to 

actually facilitate an attack, the missing information did 

not uniquely benefit terrorists.65 The RAND report con~ 

eluded that there was no need to restrict public access to 
most geospatial information. 66 

There is no need in the trade~off between security 

and openness to deny citizens access to such information. 

Much of the information that the government is now 

trying to remove from the Internet on the grounds of 

national security is accessible elsewhere; the only people 

harmed by its disappearance are those with limited abil~ 

ity to access it. The RAND Report examined 629 federal 

databases and concluded that "fewer than 1 percent of fed~ 

eral data are both unique to federal sources and potentially 

useful to attackers' information needs, compared with 

about 6 percent that is potentially useful to the attacker 
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and about 94 percent that our assessment found to have 
no usefulness or low usefulness."67 

So not very much in the way of geospatial information 
needs to be removed from the Internet to keep America 
safe. And a large percentage of every kind of document 
that the government classifies should be unclassified. 
As Thomas Blanton testified at the Emerging Threats 
hearings: 

From 50 percent, said the Pentagon's Deputy Under 
Secretary of Defense for Counter, Intelligence and 
Security, beyond 50 percent is what Mr. Leonard 
said. Sixty percent is what the Interagency Security 
Classification Appeals has done, ruled for the request, 
or. Seventy,five percent is what Tom Kean, the chair 
of the 9/11 Commission said. Ninety percent was 
the estimate of President Reagan's own National 
Security Council Executive Secretary in quotes to 
the Moynihan Commission. That's how much over, 
classification, 50 to 90 percent. Bottom line, you can 
sum it up, Houston, we have a problem.6B 

While the balance would appear to be in favor of less 
classification and more online public access, reversing 
current trends is extremely difficult. While some informa, 
tion is in fact properly classified, despite the widespread 
evidence of the amount of improper classification, the 
courts have been extremely deferential to agency classifi, 
cation characterizations.69 And the Bush administration's 
climate favored agency secrecy.7o It remains to be seen 
whether the policy changes made by the Obama admin, 
istration can reverse the trend.n While FOIA is a fairly 
blunt tool for promoting public access, it is the tool that 
is available. 

fOI E .. fOI AND ADVOCACY 

An increased climate of secrecy has fostered increased 
attempts to access government information. The number 
of FOIA requests has increased about 760 percent, from 
slightly less than 2.5 million in 2002 to more than 21.5 
million in 2007. n Funding has not kept pace, increasing 
slightly less than 18 percent over this same period.73 To 
enforce requests, requestors are still filing administrative 
appeals and lawsuits. So far, only one lawsuit has been 
directed at information that has been removed from the 
Internet. The Project on Government Oversight v. Ashcroft 
suit involved the Sibel Edmonds letters. 74 The complaint 
alleged that the letters could not be classified once posted 
on the Internet, and the suit was settled by the govern, 
ment's agreement that the documents were properly the 
subject of a FOIA request and the assurance that the 
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plaintiffs would not be subject to any liability for posting 
the documents on the Internet. Because of the stipulated 
judgment, the suit did not result in a citable holding that 
documents once posted on the Internet cannot be reclas, 
sified, but the DOJ's stipulation is consistent with existing 
law on the nature of information once it is in the public 
domain. 

For example, in trade secret litigation, courts have 
accepted that publication on the Internet is public dis, 
closure. 75 And public domain information cannot form 
the basis for an espionage conviction. The cases recognize 
that, while the government has an interest in maintaining 
secrecy, the interest is generally outweighed by the public's 
interest in the spread of the information once it is already 
available to the public. 76 Previously classified informa, 

tion is available, or in the public domain, if it is "widely 
publicized."77 Posting information on the Internet is a fair 

assurance that information is widely publicized. 
There is a difference of course in how items might 

enter the public domain in intellectual property law 
and in government secrecy law, but for both, the public 
domain marks a line where protection ceases: Documents 
in the public domain cannot be kept from public access 
and use either on the grounds of intellectual property 
protection or on the grounds of secrecy: 

Courts have long recognized the concept of the 
public domain as a restraint on the government's 
power . . . these cases show that: ( 1) information 
falls into the public domain when it becomes avail, 
able to the public (without IP protection); and 
(2) the First Amendment protects the public's abil, 
ity to access and further disseminate information 
already in the public domain.7B 

Since the most current Executive Order allows reclas, 
sification only on condition that, inter alia, the informa, 
tion "may be reasonably recovered,"79 information on 

the Internet cannot meet the legal requirements for 
re,classifying documents. Once information has been 
posted on the Internet, it has entered the FOIA form of 
the public domain.Web pages are by their nature widely 
published, and a FOIA request for a Web page that has 
been taken down is in reality just a request to have the 
same information in the same format republished. Mere 
publication of classified information does not automati, 
cally put the information in the public domain, but if the 
information is "well publicized," then "suppression . . . 
would frustrate the aims of the FOIA without advancing 
countervailing interests. "so 

The Electronic Freedom of Information Act 
(E,FOIA)BI was a statutorily mandated expansion of the 
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public domain. £,fQIA requires agencies to create an 

online location "where the public can obtain immedi, 

ate access to government records," and the definition of 

records was expanded to include electronic formats.82 If 
Web pages are removed, £,fQIA gives the requestor the 

right to require that the information be provided as a Web 

page, and when more than two requestors seek access to 

the information through a FOIA request, the Web pages 
are required to be posted to the reading rooms.83 

Since pages on agency Web sites are "records" under 

FOIA, even those that have been taken down are prop, 

erly the subject of a FOIA request. It is hard to imagine a 

straight,faced denial that a Web page created and hosted 

by an agency is not an agency record, even though no case 

defining agency records in the FOIA context has expressly 

addressed a Web page posted on the Intemet.The lan, 

guage of the £,fQIA amendments and its legislative his, 

tory make it clear that making new "electronic formats" 

available by putting them in "electronic reading rooms" 

by "electronic means" meant getting documents, whether 

originally created in paper or on the Web, and putting 

them on the Internet. That certainly is the interpretation 

of the DOJ: "The Electronic FOIA amendments embod, 

ied a strong statutory preference that electronic availabil, 

ity be provided by agencies in the form of online, Internet 

access-which is most efficient for both agencies and the 

public alike .... "84 Once on the Internet as Web pages, 

documents do not lose their status as agency records. The 

impetus of £,fQIA has been to extend disclosure require, 

ments to all records, regardless of their format, and Web 

pages should be no different. 85 

While nothing in FOIA prevents removal of infor, 

mation from agency Web sites, FOIA does require that 

information previously published be made available in an 
electronic format. Although Web pages differ from writ, 

ten records in the ease with which they can be removed 

from public access, they are still government documents 

and, as such, are records that form a part of the history 

of the country. The Federal Records Act prohibits the 

destruction of government records except in accordance 
with statutorily mandated procedures.86 

MUlTIPLE F lA REQ E TS 

The climate of secrecy in the Bush administration was 

unparalleled. A 2004 House Report found that the Bush 

administration has "radically reduced the public right to 

know"and concluded that "[n]o president in modem times 

has done more to conceal the workings of government 
from the people."87 £,fQIA may provide some cumber, 

some relief from this climate of secrecy. If agency Web 

pages removed from the Internet are considered agency 
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records, then £,fQIA requires agencies to make electronic 

copies available of "all records, regardless of form or for, 

mat, which have been released to any person . . . and 

which, because of the nature of their subject matter, the 

agency determines have become or are likely to become the 

subject of subsequent [FOIA] requests .... "88 

If concerned groups make multiple FOIA requests 

for removed Web pages, the agency is obligated to 

make those documents available in its electronic reading 

room.89 There is no overall standard for determining how 

many requests will trigger the reading room requirement. 

However, many agencies have published regulations about 
repeatedly requested records.90 The majority of them 

leave the determination of how many requests it takes, 

or whether records are likely to be repeatedly requested, 

entirely to the agency (subject to the absolute require, 

ment that such documents must be posted online). Those 
agencies that do specify a number to limit agency discre, 

tion specify between three and five requests, and since 

the electronic reading room requirements were intended 

to avoid duplicative efforts and increase access to useful 

materials,91 the small number is not surprising. 

Public interest groups seeking to recover removed 

Web pages could create and publicize places on their 

Web sites where individuals could make concerted 

requests for the Web pages by posting something like 

the FOI Letter Generator.92 An additional radio but, 

ton could give users the option to send a copy of their 

request to the host of the Web site, so that any eventual 

administrative appeal or lawsuit seeking to have an item 

permanently posted to the agency's reading room could 

state with assurance the number of requests that had 

been made. The rule is that, if enough people ask, the 

material must be posted to an electronic reading room; 

and the number of people does not have to be large. 

Three requests could be sufficient. 

The use of Web sites and letter generators to make 

a significant impact on federal policy is not new. There 

are sufficient numbers of people interested, both person, 

ally and through various nonprofit groups, in each of the 

categories of Web pages that have been removed from 

the Internet to make multiple FOIA requests a reason, 

able possibility. Then, of course, the requestors will have 

to deal with the aftermath: the potential refusal of the 

requests, administrative appeal, and filing suit. 

s 

At least one public interest group has been using the 

FOIA successfully to restore documents to the Internet. 
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The two FOIA requests filed by FAS requested a "softcopy 
of all unclassified, publicly releasable contents" of the 
digital libraries that had been removed from the Internet 
for hosting on the FAS server.93 This request bypassed 
the electronic reading room as a hosting site completely. 
Although the documents were republished online on the 
agencies Web sites as a result of the FOIA requests, a 
comment on the FAS blog underscored the problem of 
agency Web hosting: 

The lesson here is that no one should assume 
that any document made available by a federal 
agency will continue to be available in the future. 
Any document-no matter what its status is with 
respect to public availability-can disappear at 
any time. We should have learned that lesson 
after 9/11. Anyone with an interest in agency 
document online [sic] should make and maintain 
a copy some where that the agency cannot reach. 
The only exception that occurs to me would be 
for documents required to be made public by law. 
If the RDL is put back online, FAS should never, 
theless make a copy and keep it on its own servers 
in the future.94 

These two FOIA requests were an effective use of tar, 
geted requests to change agency posting policy. Part of the 
reason that the strategy worked may have been the fact 
that the requester was so knowledgeable about what had 
been on the Web site and what had been removed. And 
national publicity did not hurt.95 Other public interest 
groups are similarly situated to be agency watchers and 
request electronic copies of information removed from the 
Internet to be hosted on their own servers. 

OIA RE STS F IN M 
IN AGENCY DATAB SES 

Public interest groups have long advocated for access 
to information in government databases so that the infor, 
mation can be made available to more people or be made 
available in a more user,friendly and meaningful format. 
An example of a public interest group that has taken 
information from disparate sources and made it accessible 
in a number of more useful formats is the OMBWatch 
and its RTKNET, a searchable environmental database 
that allows a user to aggregate information from numer, 
ous sources by geographic location, industry, or facility.96 
OBMWatch was recently successful in forcing RMP 
executive summaries to be released in an online format in 
compliance with the E,FQIA, and this information is now 
part of RTKNET.97 
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Carl Malamud, of public.resource.org, has been com, 
mitted to providing public access to government informa, 
tion, from forcing the SEC to host the EDGAR database 
that he created to posting California's building codes 
online.98 He is a huge advocate for more data being pub, 
lished by the government in an unstructured form so that 
agencies and third parties can find new ways to present it 
in ways that are meaningful to the public. Government 
information, even when available, is often not searchable 
in a useful manner. A few examples of these Web sites, 
or mash ups, that have taken government information 
and made it searchable in ways that are more informative 
include StateMaster's aggregation of statistical informa, 
tion that can be cross,searched and aggregated in visual 
maps, Follow The Money, a "database of state, level cam, 
paign contributions, searchable by candidate, contribu, 
tor, office and state,"and Every Block.com, a mash up of 
municipal data that lets you find out what's going on near 
your house in 11 cities.99 Carl Malamud has spearheaded 
the movement to allow the public to manipulate govern, 
ment data in ways that promote transparency when the 
government won't. 

Malamud's method is pro,active, requesting or har, 

vesting government information and then posting it for 
dedicated programmers to configure in useful ways, but the 
FOIA can also be used to request huge libraries of data. 
The E,FQIA expressly overrode: 

the holding in Dismukes v. Department of the 
Interior, that an agency "has no obligation under 
the FOIA to accommodate plaintiff's preference 
[but] need only provide responsive, nonexempt 
information in a reasonably accessible form." This 
precedent, which has been followed in at least one 
subsequent case, see Baizer v. U.S. Department of 
the Air Force ... presents a reason for Congress to 
enact legislation to clarify the rights of requesters 
with respect to the form and format of the released 
record.wo 

The E,FQIA requires an agency to try and provide 
materials in any format requested and to make a reason, 
able search of computerized documentsJOl The E,FQIA 
also expressly rejected any definition of agency record 
that would exclude records that are "library material," as 
happened in SDC Development Corp. v. Mathews, where 
the court found that an agency,created computer database 
of research abstracts was not an agency record because it 
was library material beyond the reach of FOIA.roz The 
information at issue in Mathews was the National Library 
of Medicine's MEDLARS database of stored and indexed 
medical bibliographic data. The information was available 
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only through subscription or purchase. A current FOIA 

request for a similar database of information would have to 
be honored pursuant to the express mandate of Congress 
in passing the E~FOIA. 

Public.resourc.org made a similar request for "bulk 
access to the copyright catalog of monographs, docu~ 

ments, and serials on the Internet," also available for 
purchase at a significant cost.103 The Copyright Office 

agreed that the information was in the public domain and 
could be harvested by anyone from its Web site)04 There 
may be many sources of agency information where having 

the information provided in an open source format would 
make accuracy, manipulation, and reconfiguration easier. 
While the first resort would be to request the informa~ 
tion and have the agency voluntarily provide it, as has 

been the case for the municipal information requested 
by EveryBlock,ws if an agency is not forthcoming, a 

FOIA request may be an appropriate method to extract 

the information. An agency would have to provide open 
source data if it is not burdensome to do so, as the Senate 
made clear is passing the E~FOIA.l06 

The public's right to request a copy of the digital 
basemap information for Santa Clara County's parcel 

map information under California's Public Records Act 
was just upheld in County of Santa Clara v. Superior 
Court)07 The map had been available only for pur~ 

chase for very high fees. After the lawsuit was filed, 
the Department of Homeland Security designated the 
basemap protected critical infrastructure information, 

but the court of appeal rejected the designation, holding 
that the public interest in having access to the informa~ 
tion outweighed the alleged national security interest 

left (after all, the basemap had been sold to at least 18 
different customers).lOS This is a victory for open source 

data requests. 

THE BALANC G ACT 

Agencies have been and continue to be unprepared 
to deal with the requirements of E~FOIA.109 The DOJ 

has acknowledged that there has been incomplete com~ 
pliance with the requirements of E~FOIA, particularly 

the mandate to make certain categories of information 
available to the public electronically, including "records 
that are 'frequently requested' by FOIA requesters, 
which must be made available in their FOIA~processed 
form."llo Even conservative think tanks like the RAND 

Corporation have concluded that the government has 

been overzealous in removing information from the 
Internet that citizens need to access. Non~profit orga~ 

nizations and their supporters are well~situated to chal~ 
lenge the removal of documents from the Internet and 
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the current administration's shifting of the burden of 
producing documents. 

Organizations such as the American Federation of 

Scientists, Project on Open Government, the National 
Security Archive, OMBWatch, and individual schol~ 
ars and citizens have uncovered massive amounts of 

information the government might have wished to 
keep secret. But secrecy in government should be the 
exception, not the norm; that is what the Freedom of 
Information Act was intended to accomplish. FOIA 

has been enacted, amended, and repeatedly tinkered 
with to accomplish openness in government. But it has 
always needed the actions of concerned citizens to keep 
it vitaL 
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